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Abstract

SQIsign encodes its response isogeny via a two-dimensional representation on a product
of elliptic curves, using the Kani construction. We analyze the algebraic structure of this
encoding in detail, with a focus on the role of the auxiliary isogeny and its implications for strong
unforgeability.

We show that the anti-isometry 1 determining the Kani kernel is publicly computable from
the torsion-point images of the component and auxiliary isogenies alone, that the automorphism
orbit {¢, —1} is the only torsion-level source of encoding non-uniqueness on a fixed product
surface, and that every auxiliary of the correct degree is commitment-compatible by Kani’s
theorem. The sole barrier to producing an alternative encoding is the construction of a new
auxiliary isogeny of the required (generically non-smooth) degree from the challenge curve.

Following an observation of De Feo, we demonstrate that this barrier falls whenever a single
small prime divides the auxiliary degree 2/ — ¢: the adversary reroutes the terminal (-isogeny
step at the codomain of the honest auxiliary, preserving the total degree exactly. Since generic
odd integers possess small prime factors with overwhelming probability, this establishes that
canonicalization of the basis change matrix does not suffice for strong unforgeability.

We analyze the signing algorithm’s dependency structure to show that the auxiliary cannot
be bound into the Fiat-Shamir hash without a protocol redesign, and conclude with a structural
comparison of ECDSA (where canonicalization suffices), SQIsign (where it does not), salt-PRISM
(where the degree-(2* — ¢) factor of the response is an auxiliary in the same sense), and the
prime-degree variant of PRISM (where the response degree is prime, so no auxiliary factor exists).

1 Introduction

Digital signature schemes are typically analyzed under the existential unforgeability (EUF-CMA)
model [GMRSS], which guarantees that an adversary cannot produce a valid signature on a new
message. A stronger notion, strong unforgeability (SUF-CMA) [ADR02], additionally requires that
the adversary cannot produce a new signature on a message that has already been signed, even if
the adversary has access to a signing oracle. The distinction matters in settings where signatures
serve as unique identifiers: transaction deduplication in distributed ledgers, replay protection, and
protocols that rely on the uniqueness of (message, signature) pairs.

For many classical signature schemes, the gap between EUF-CMA and SUF-CMA is well
understood. In ECDSA, the only signature malleability is the well-known (r, s) versus (r,n — s)
ambiguity, arising from the single non-trivial automorphism of the cyclic group. Canonicalization
(selecting the smaller of s and n — s, as standardized in BIP-340 [WNR20]) eliminates this freedom
and is sufficient for SUF-CMA. The question we investigate in this note is whether the same
approach works for SQIsign [DLRW24, IAAAT25], the only isogeny-based signature scheme under
consideration in Round 3 of NIST’s post-quantum standardization process.



SQIlsign encodes its response isogeny via a two-dimensional representation on a product of elliptic
curves, using the Kani construction [Kan97, BDF24]. This encoding admits a sign ambiguity (M
versus —M in the basis change matrix) that is the direct analog of ECDSA’s (r,s)/(r,n — s), and
which a canonical form eliminates in the same way (Section [3). However, the two-dimensional
setting introduces a second degree of freedom that has no analog in the classical case: the auxiliary
isogeny T can be replaced by any isogeny of the same degree from the challenge curve, producing a
different valid encoding of the same response. The SQIsign specification notes this non-uniqueness
and concludes that “SQlIsign cannot achieve strong unforgeability” [AAAT26, Section 8.4.2]; the
same statement appears in the earlier version 2.0 document [AAA™25, Section 10.2.7].

This note provides a detailed algebraic analysis of the auxiliary freedom, tracing the question
from the structure of the Kani diamond to the number-theoretic properties of the auxiliary degree
27 — q. We show that the anti-isometry 1 encoding the Kani kernel is publicly computable from
the torsion-point images of the component and auxiliary isogenies alone, without the cross isogeny
(Section [4)); that the automorphism orbit {1, —¢} exhausts the torsion-level freedom on each fixed
surface (Section ; and that every auxiliary of the correct degree is commitment-compatible by
Kani’s theorem (Proposition . We then analyze the barrier to producing an alternative auxiliary:
the rigid Kani degree constraint, the generic non-smoothness of 2/ — ¢, the fixed-degree isogeny
equivalence to EndRing [BKMT24], and the Robert torsion-recovery gap [Rob23] (Section [5)).

Following an observation of De Feo [DF26], we show that this barrier is circumvented whenever
a single small prime ¢ divides 2/ — ¢: the honest auxiliary can be modified at its codomain end by
rerouting the terminal (-isogeny step, preserving the total degree exactly (Section @) Since generic
odd integers possess small prime factors with overwhelming probability (Mertens’ theorem [Mer74]),
canonicalization of the basis change matrix does not suffice for strong unforgeability.

We conclude by analyzing the signing algorithm’s dependency structure to show that the
most natural protocol-level mitigations face specific algebraic obstacles within SQIsign’s current
architecture (Section , and by comparing the structural properties of ECDSA, SQIsign, and the
two variants of PRISM [BBCT26| that determine whether canonicalization suffices in each setting

(Section [3)).

Notation. Throughout, p is a prime with p = 3 (mod 4), E4 is the signer’s public key (a
supersingular elliptic curve over F,2), and f denotes the torsion exponent (so the product isogeny
acts on 2/-torsion). The component isogeny a : Euy — Ecom has degree ¢ (the response degree),
and the auxiliary isogeny 7 : FE, — Faux has degree of — q. The cross isogeny ¢ : Faux — FEcom has
degree 2f — gq. We write ¢ for the dual of an isogeny .

2 Preliminaries

2.1 Supersingular elliptic curves and isogenies

Let p be a prime with p =3 (mod 4), and let F2 = F,[i]/(i* + 1). A supersingular elliptic curve E
over IF,2 is an elliptic curve whose endomorphism ring End(F) is a maximal order in the quaternion
algebra B, o, ramified at p and oo [Voi2ll, Chapter 42]. The j-invariant j(E) € [, classifies E up to
[F2-isomorphism; there are approximately p/12 supersingular j-invariants [Piz90].

An isogeny ¢ : E1 — FEs is a non-constant morphism of elliptic curves preserving the identity.
Every isogeny has a degree deg(y) € Z~¢ and a dual ¢ : Es — Ej satisfying ¢ o ¢ = [deg(y)] on
E;. An endomorphism of E is an isogeny E — E; the endomorphism ring End(E) is a Z-module
of rank 4 for supersingular curves. An endomorphism « is scalar if o = [m] for some m € Z, and
non-scalar otherwise.



For a positive integer N with ged(N,p) = 1, the N-torsion subgroup E[N] is isomorphic to
(Z/NZ)%. The Weil pairing ey : E[N] x E[N] — uy is a non-degenerate alternating bilinear pairing
[ST09, I11.8].

2.2 Hard problems
The following computational problems underlie the security of isogeny-based cryptography.

Definition 2.1 (Endomorphism Ring (EndRing)). Given a supersingular curve E/F,2, compute a
Z-basis for End(FE).

Definition 2.2 (One Endomorphism (OneEnd) [PW24, Problem 1.1]). Given a supersingular curve
E/F 2, find any non-scalar endomorphism o € End(E) \ Z.

Definition 2.3 (Fixed-Degree Isogeny [BKM™24, Section 1]). Given a supersingular curve E/F
and a positive integer d, find an isogeny of degree d from E.

These problems are related by the following equivalences:

Theorem 2.4 ([PW24, Theorem 1.1]). OneEnd and EndRing are equivalent under probabilistic
polynomial-time reductions.

Theorem 2.5 (|[BKM™'24, Theorem 1.1]). For d < p, the fized-degree isogeny problem for degree
d is equivalent to EndRing under (sub-)exponential reductions. In particular, finding an isogeny
of large prime degree from a curve whose endomorphism ring is unknown is at least as hard as
computing the endomorphism ring.

Theorem 2.6 (Isogeny recovery from torsion data [Rob23, Section 4]). Let ¢ : Ey — E3 be an
isogeny of degree d, and suppose the action of ¢ on F1[N] is known for some N with gcd(N,d) = 1.
If N2 > d, then ¢ can be recovered (as an evaluable isogeny) in polynomial time. If N*> < d, the
torsion data is gemerically insufficient.

The best known attacks on EndRing require O(p'/?) classical operations (meet-in-the-middle on
the supersingular isogeny graph) or O(p*/*) quantum operations (Grover acceleration). At NIST
Level I (p ~ 2%55), these correspond to ~ 2'?8 and = 254 operations respectively.

2.3 The Kani construction

Let Ej, Ey be supersingular elliptic curves over F,2 with the product principal polarization on
Ey x Ey. A reducible N-gluing of Ey x Eo is a (N, N)-isogeny ® : E; x Es — A whose kernel
K C (E;1 x E3)[N] is a maximal isotropic subgroup with respect to the product Weil pairing, and
whose codomain A is isomorphic to a product of elliptic curves [Kan97, Section 2].

A reducible gluing arises from an isogeny diamond: four isogenies forming a commutative square

E, 25 R
Ir Lo (1)

E2i—>F2

with deg(a) + deg(7) = N, deg(d) = deg(a), deg(c) = deg(7), and commutativity coa = do T
[Kan97, Theorem 2.3], [Rob22, Lemma 3.1]. In addition to the four sides of the square, the diamond
determines a cross isogeny ¢ : Ey — F of degree deg(7) = N — deg(a), connecting the auxiliary
curve to the commitment factor. The kernel of the associated (N, N)-isogeny is the graph of an



anti-isometry 1 : E1[N] — FE3[N], defined by K = {(P,¢(P)) : P € E1[N]}, where 1 reverses the
WEeil pairing:
eN(Pl,PQ) . €N(¢(P1),¢(P2)) =1 for all Pl,PQ S El[N] (2)

The following properties of reducible gluings are central to the analysis in this note:

Lemma 2.7 (Kani [Kan97, Theorem 2.3], Robert [Rob22, Lemma 3.1, Lemma 3.4]). Leta : E; — F}
and T : By — Ey be isogenies with ged(deg(a),deg(7)) = 1 and deg(a) + deg(r) = N. Then:

(i) The gluing kernel K is the graph of a unique (up to the action of Aut(E) x E3)) anti-isometry

(ii) The codomain of ® splits as Fy X Fy, where Fy is isomorphic to the codomain of a and Fy is
isomorphic to the codomain of a complementary isogeny d : Eo — Fy of degree deg(a).

(i7i) The diamond determines a cross isogeny c: Ey — Fy of degree deg(t) [Rob22, Lemma 3.4].
The kernel condition ®(P,¢(P)) = 0 implies a(P) + c(¢(P)) = 0 on the Fi-factor, i.e.,
Y(P) = —¢o[deg(c)]~! o a(P) for all P € E1[N].

Remark 2.8 (The automorphism orbit). For generic j-invariants (j(E1),j(E2) ¢ {0,1728}),
Aut(Fy x E9) = {(£1,£1)}. The element (1,—1) maps ¢ to —, producing an isomorphic gluing
with the same codomain j-invariants [Rob22, Remark 3.2]. This is the source of the sign ambiguity
M wversus —M in SQIsign’s encoding (Section @)

2.4 SQIsign: the relevant details

SQIsign [DLRW24], IAAAT25] is an isogeny-based signature scheme whose security reduces to the
hardness of the One Endomorphism problem with hints [ABET25]. We recall only the details relevant
to the analysis of the auxiliary freedom; see [AAAT25] for the full specification and [ABE™25| for
the EUF-CMA proof.

The sigma protocol. SQIsign is built from a three-move sigma protocol: the prover commits
to a curve Eeom, receives a challenge ¢ = H(pk, j(Ecom), msg) [AAAT25, Algorithm 4.2, line 10],
and responds with an isogeny o : E.om — Feni, where the challenge curve Fg, is a public 2-power
quotient of the public key F4, reconstructed deterministically from (E4,c) [AAAT25, Algorithm 4.9,
line 9].

The two-dimensional representation. The response ¢ is not transmitted directly. Instead, it
is embedded into a (2f 27 )-isogeny on the product surface Eq, X Eaux via Kani’s construction. The
isogeny diamond has the form with By = Eaqy, B = Faux, F1 = Ecom, N = 2/, deg(a) = ¢ (the
response degree), and deg(7) = 2/ — ¢.

The verifier reconstructs Eg1, uses the basis change matrix My, and the auxiliary Montgomery
coefficient A,ux to build the Kani kernel on Eq,) X Faux, evaluates a theta chain of (2, 2)-isogenies
[AAAT25, Algorithm 4.9, lines 25-28], and checks that the codomain’s first factor has j-invariant
matching j(Feom) [AAAT25, Algorithm 4.9, line 29].

What is hashed and what is not. The Fiat-Shamir hash H(pk, j(E¢om), msg) binds only the
public key, the commitment j-invariant, and the message. The matrix My, the auxiliary curve
Aaux, the hint bytes, and the backtracking parameter nbt are not inputs to the hash |[AAAT25,
Algorithm 4.9, line 29]. They influence verification only through the theta chain evaluation that
recovers Feom.



Remark 2.9 (The matrix validity check). The v2.0 verifier checks only that the entries of My
are positive integers below rsptTrsp 2 JAAAT 25, Algorithm 4.9, line 5]. There is no invertibility,
singularity, rank, or anti-isometry check. Correctness is enforced implicitly by the isotropy check on
the 4-torsion above the kernel (line 24) and the success of the theta chain computation (lines 25-28).

Remark 2.10 (E.y and E4). The challenge curve Eqy is connected to the public key E4 by
the public challenge isogeny ¢cpal : a4 — Een of degree Qf*nbt, deterministically reconstructed
from (E4,c,nbt). Both ¢cma and its dual are publicly computable, so End(Ec) and End(E4)
are polynomial-time inter-transportable by conjugation [EHL18]. In particular, the hardness of
EndRing(Ee) is equivalent to the hardness of EndRing(E4) under the Supersingular Endomorphism
Ring Problem (SSERP) [Wes22, |ABF*25].

3 A Concrete Malleability and Its Mitigation

The automorphism (1,—1) € Aut(Een X Faux) sends the anti-isometry ¢ to —¢ (Remark [2.8)),
which negates the basis change matrix: M — —M mod N. Because the codomain of the product
isogeny is unchanged up to isomorphism, the j-invariant of E.on, is preserved, the Fiat-Shamir hash
is unaffected, and the modified signature is valid. This is the direct analog of ECDSA’s (r, s) versus
(r,n — s) malleability.

The mitigation is likewise analogous to BIP-340’s low-s normalization [WNR20]: define a
lexicographic ordering on {M, —M mod N} (comparing entries in the order mgg, mo1, mi9, m11) and
require the signer to emit the smaller representative. The verifier rejects non-canonical matrices.
This adds no bytes to the signature and requires one comparison with a conditional negation. We
confirmed that the negation produces a valid second signature against the SQIsign C reference
implementation at all three NIST security levels (I, III, V), and that the canonical form eliminates
it.

Canonicalization resolves the sign ambiguity. However, the Kani construction admits a second,
deeper source of encoding non-uniqueness: the auziliary freedom, in which the auxiliary isogeny
7 is replaced entirely. This freedom is not contained in the Aut-orbit and is not addressed by
any canonical form on M. The remainder of this note analyzes its algebraic structure and its
consequences for strong unforgeability.

4 The Kani Diamond and Auxiliary Freedom

We now specialize the Kani construction of Section [2| to SQIsign’s setting and analyze the degrees
of freedom available in the response encoding.

4.1 The SQIlsign diamond

In SQIsign’s verification, the (27, 27)-isogeny ® acts on the product surface Euy X Eaux (Section .
The underlying isogeny diamond specializes as shown in Figure the component isogeny
a: B — Ecom has degree ¢ (the response degree), the auxiliary isogeny 7 : Ecp — Faux has degree
2f — q, and the cross isogeny ¢ : Faux — Fcom (drawn as the dashed diagonal) has degree 2f — q.
The coprimality condition ged(q, of — q) = 1 holds since ¢ is odd and 27 is a power of 2.

By Lemma (i), the Kani kernel K = {(P,¢(P)) : P € Eg[2f]} is the graph of a unique
(up to Aut) anti-isometry v : Eaqy[2/] = Eaux[2/]. The basis change matrix Mg, in the signature
encodes 1 against the torsion bases reconstructed by the verifier.
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Figure 1: The SQIsign diamond. The four sides form a commutative square; the cross isogeny
¢: Eaux = Fcom (dashed) connects the auxiliary curve to the commitment factor. The anti-isometry
¢ is determined by (a,7) via Kani’s theorem; ¢ is extractable from 1 via identity but is not
needed as an input to the computation.

4.2 The algebraic identity

From Lemma [2.7|(iii), the kernel condition on the Eqopy-factor gives the anti-isometry 1 as
W(P) = —eo[(2f —¢)] " oa(P) forall P e Egq[2], (3)

where [(2/ — ¢)]7! denotes the modular inverse of the scalar 2f — ¢ in Z/2/7Z (which exists since
2f — ¢ is odd, hence coprime to 2f).

Identity expresses 1 as an algebraic function of the component a and the cross isogeny c. As
a consistency check, we evaluated both sides of on 540 torsion points across two primes (p = 191
and p = 1279), four torsion powers (f € {4,5,6,8}), and six response degrees (¢ € {3,5,7,9,15,27}).
In every instance, the two sides agreed.

Remark 4.1 (Formula versus computation path). Identity describes a formula relating ¢, a,
and c. It does not imply that ¢ is a necessary input for computing ©: as we show in Section[{.4)
1 is recoverable from the torsion-point images of a and T alone, without c. The cross isogeny ¢ is
extractable from v after the fact (by rearranging ), but does not enter the forward computation.
This distinction is central to the analysis of Sections[5 and[6

4.3 Commitment compatibility of arbitrary auxiliaries
The following observation is a direct consequence of Lemma [2.7](ii):

Proposition 4.2 (Universal commitment compatibility). Let a : Ecy — Ecom be a fized component
isogeny of degree q, and let 7' : Eey — E . be any isogeny of degree 2f —q (to any supersingular curve
E!..). Then the Kani construction applied to (a, ") produces a (27,27)-isogeny whose codomain
splits as Ecom X E” for some elliptic curve E” (when " = 7, this recovers the honest second factor
E' of Figure . That s, the commitment factor Ecom is pinned by a and is independent of the

choice of T'.

Proof. Since ged(q,2f — ¢) = 1, Lemma (ii) applies: the codomain splits with first factor
isomorphic to the codomain of a, which is Fcom. ]

Proposition [4.2] implies that a valid second signature exists for every choice of auxiliary: any
7" of degree 2f — q from E,; produces a diamond whose codomain has E.., as a factor, so the



Fiat-Shamir hash check H (pk, j(Ecom), msg) = ¢ passes. The representation is genuinely non-unique
at the mathematical level, as the specification notes [AAAT26, Section 8.4.2].

We checked this prediction computationally at three prime sizes (19-bit, 139-bit, and 254-bit)
using the theta-isogeny library of Dartois-Maino—Pope-Robert [DMPR24]. In each case, varying
the auxiliary isogeny while keeping the component a fixed produced codomains that consistently
split with the same F.o, as a factor. Control kernels built from non-diamond subgroups did not
split.

4.4 The anti-isometry is publicly computable

The uniqueness statement in Lemma (1) has a computational consequence that is central to the
analysis:

Proposition 4.3 (Torsion-level computability of ). Let a : Eqy — FEecom (degree q) and 7' :
Eaq — E',. (degree 27 — q) be isogenies with ged(q,2 — q) = 1. Given the torsion-point images
a(P),a(Q), ' (P),7(Q) for a basis {P,Q} of Equ[2], the anti-isometry ' : Eq[2f] — E.[27]
is computable in polynomial time. In particular, no knowledge of the cross isogeny ' or of any

endomorphism ring is required.

Proof. By Lemma (i), ¢’ is the unique anti-isometry (up to Aut) whose graph is the kernel of the
(27, 27) product isogeny with split codomain containing Feoy. The verifier’s theta-chain evaluation
[AAAT25, Algorithm 4.9, lines 25-28] is precisely this computation: given the torsion-point images
of a and 7/, it constructs the Kani kernel, evaluates the (2,2)-chain, and recovers the codomain.
The anti-isometry 1’ is encoded by the matrix M’ that the verifier would use. Since the verifier
performs this computation from public data (the torsion images, the curve equations, and the theta
constants), ¢’ is publicly computable. ]

Remark 4.4. Proposition @ clarifies the adversary’s situation: the encoding M’ is not the
bottleneck. Once the adversary holds 7' (P) and 7/(Q), the matriz M' is obtainable by running the
same theta-chain computation the verifier performs. The sole remaining question is whether the
adversary can obtain the torsion-point images of 7' in the first place. This is the subject of Sections@

and[@.

4.5 The automorphism orbit exhausts the torsion-level freedom

On a fixed product surface Ecy X Eaux (i.e., with the auxiliary curve held constant), we ask: how
many distinct valid encodings M exist?

By Remark for generic j-invariants (j(Ecn1), j(Faux) ¢ {0,1728}), the automorphism group
Aut(Ecp X Faux) = {(£1,£1)} acts on the anti-isometry ¢ via (1, —1)-1¢ = —¢ and (—1,1)-¢ = —.
The orbit is {1, —¢}, which corresponds to the matrices {M,—M mod N}. Canonicalization
(Section [3]) selects one representative.

One might ask whether other torsion-level transformations can produce valid encodings on the
same surface. A natural candidate is an SLy(Z/2/7Z) recombination of 7’s torsion images: given
7(P) and 7(Q), form new images 7(P) = a-7(P) + 8- 7(Q) and 7(Q) = v - 7(P) + ¢ - 7(Q)
for (: g ) € SLy(Z/2/7) (determinant 1 to preserve the torsion-level degree). We enumerated all

such matrices at f = 3 (|SL2(Z/8Z)| = 384 matrices) and f =5 (|SL2(Z/32Z)| = 24576 matrices),
built the corresponding Kani kernels, and ran the theta chain for each. In both cases, only four
recombinations produced split codomains with E.o, as a factor: the identity, the negation, and the



two sign-reflections, all of which lie in the Aut(Ecy X Eaux)-orbit. Every other recombination failed
the splitting check.

This confirms that on a fixed surface, the encoding is unique after canonicalization. The auxiliary
freedom (replacing 7 with a genuinely different isogeny to a different curve, analyzed in the following
sections) is therefore the only source of non-trivial malleability beyond the sign ambiguity.

5 The Barrier: Constructing the Auxiliary

By Proposition the encoding M’ is publicly computable once the torsion-point images of 7/ are
known. The remaining question is whether these torsion-point images can be obtained without the
endomorphism ring of E.,;. This section analyzes the obstacles to doing so; Section [6] shows that
one of these obstacles admits a circumvention.

5.1 The rigid degree constraint

The Kani degree relation deg(a) + deg(7') = 2/ [Kan97, Theorem 2.3] is an algebraic identity, not
an approximation. Since deg(a) = ¢ is fixed by the honest signature, the auxiliary 7/ must have
degree ezactly 27 — ¢q. An isogeny of any other degree produces a product isogeny of the wrong
order; the theta chain does not terminate at the correct step, and verification rejects.

5.2 Generic non-smoothness of 2/ — ¢

Since ¢ is odd (it is the norm of a quaternion algebra element, determined by the ideal computation
[AAAT25] Section 4.4.3]) and 27 is a power of 2, the auxiliary degree 2f — ¢ is odd. For ¢ near
VP (as in SQIsign, where the response degree is approximately ey, ~ [logy 1/p| bits [AAAT25,
Table 2]), the value 27 — ¢ is an odd integer of cryptographic size: approximately f bits at Level I
(f =~ 248), Level III (f ~ 376), and Level V (f ~ 500).

By standard estimates on smooth numbers (Dickman’s p-function [CEP83]), the probability
that a random n-bit integer has all prime factors below B is p(n/logy B), where p(u) = u~%(1+o(1)
for large u. For n = 248 (Level I) and any polynomial bound B = poly(\), the ratio u = n/log, B
grows with the security parameter, and p(u) is negligible. In particular, 2f — ¢ is overwhelmingly
unlikely to be expressible as a product of small primes.

A priori, this suggests that constructing 7" as a chain of small-degree isogenies is infeasible. We
revisit this conclusion in Section [6l

5.3 The fixed-degree isogeny problem

Constructing an isogeny of a specified degree from a curve whose endomorphism ring is unknown is
the fized-degree isogeny problem (Definition . For degree d < p, this problem is equivalent to
EndRing under the reductions of [BKM™24] (Theorem [2.5)).

The SQIsign specification acknowledges this barrier explicitly: “we use isogenies in dimension 2
as a tool to efficiently compute isogenies between elliptic curves of non-smooth degree” |[AAA™25,
Section 2.4]. The signer overcomes it by using End(E,4) (transported to End(Ecp) via the Deuring
correspondence and the public challenge chain, Remark [2.10).

5.4 What the honest signature reveals

An honest signature reveals the 2f_torsion action of both a and 7: the matrix M., encodes the
anti-isometry ), from which the torsion-point images of a and 7 are recoverable via the diamond



relations and the reconstructed torsion bases on F¢, and E,ux. Via identity , the full action of ¢
on Feom [2f ] is also recoverable.

By composition, one can reconstruct the 2/-torsion action of the endomorphism § = 7odoc:
Faux — Faux, which has degree ¢ - (27 — ¢)2. However, recovering 6 as an evaluable isogeny from its
torsion action requires the Robert recovery condition (Theorem : N2 > deg(f). Here N = 2/
and deg(6) = ¢(2/ — ¢)%. Since ¢ is near /P (approximately f/2 bits) and 2f — ¢ ~ 27, we have
deg(f) ~ q- (2f )2 = q- N2, which exceeds N? by a factor of approximately g. The recovery condition
N2 > deg() therefore fails by a factor of about ¢ ~ 2f /2. The torsion data gives a 2 X 2 matrix
representation of # modulo 27, but this matrix cannot be lifted to an evaluable endomorphism of
Eaux-

The leaked torsion data therefore does not provide a path to End(E,ux) or End(Eq,), and does
not directly help construct a new auxiliary 7/ of the required degree. The analysis of Section [6]
shows, however, that a more elementary approach succeeds.

6 The Codomain Reroute

The preceding section established that the full auxiliary isogeny 7’ of degree 2f — ¢ cannot be
constructed from scratch without End(Ey,), and that the honest signature’s torsion leakage does
not bridge this gap. We now show, following an observation of De Feo [DF26], that the honest
auxiliary can be modified at its codomain end to produce a new valid auxiliary, provided that any
small prime divides 2/ — ¢.

6.1 The observation

Proposition 6.1 (De Feo). Let 7 : Egy — Eaux be the honest auziliary isogeny of degree 27 — g,
and suppose £ is a prime with | (2f —q). Then a second valid signature on the same message,
with a different auxiliary curve E ., can be computed from the honest signature in O({) isogeny
evaluations.

The construction proceeds in four steps.

6.2 The construction

Step 1: Backtrack the terminal /-step. Since ¢ | deg(7), the isogeny 7 factors through an
f-isogeny at its codomain end. Concretely, there exists an f-isogeny p : Eaux — FEmiq such that
T = P O Trest, Where Trest @ Fenl — Emig has degree (27 — ¢) /€. The curve E,,y is public (it is Aauy in
the signature), and the £+ 1 (-isogenies from E,,y are enumerable [DLRW24| Section 4.1]. However,
which of these ¢ + 1 is the correct backtrack p is not directly readable from the signature (the
terminal ¢-step lives on the (-torsion, which is coprime to 2f ). The resolution is exhaustive search:
each candidate p is tried, and the splitting check at Step 4 filters to those that produce a valid
encoding. This multiplies the cost by at most ¢ + 1, preserving the O(¢) bound.

Step 2: Recover the intermediate torsion images. The honest signature encodes the anti-
isometry 1) (via M), from which the 2/-torsion action of ¢ on Eop, is recoverable by identity .
Combined with the reconstructed torsion bases on E., and FE,., the torsion-point images of
7 are determined by the diamond relations (Section . Applying p to these images gives
p(T(P)) = [€] - Trest (P) on Epiq (since po p = [¢] and 7 = fp 0 Trest). Scalar division by ¢ modulo 2/
recovers Trest(P): the inverse ¢~ mod 2/ exists because ¢ is odd and coprime to 2f



Eaux

p
deg ¢
Trest - e
Ecn ——> Fnia
deg (27 —q)/¢ S~ideg £
N
torsion-level only p SS

E//

aux

Figure 2: The codomain reroute. The honest auxiliary 7 = p o Tyest factors through Fq via a
terminal /-step. The shared prefix Test is never constructed as a full isogeny; it exists only as a
scalar relationship on the 2/ torsion. The adversary backtracks from F,ux, recovers Tpest’s torsion
images by scalar division, and re-extends by a different ¢-isogeny p’ to E! . (dashed). The total
degree 2 — ¢ is preserved.

Step 3: Re-extend by a different (-isogeny. Choose a different (-isogeny p’ : Enig — Ely
(distinct from p; there are £ + 1 choices from Eyq, of which one is p). If £2 | (2f — ¢), then Ties
itself ends in an /-step, and one additional choice among the ¢ + 1 would backtrack further; there
are still at least £ — 1 genuinely new extensions, so the construction survives in the general case.
Define the new torsion images 7" (P) = p/(Tyest(P)) on EZ,.. The composition 77 = p’ o 75t has

degree £ - (2 — q)/¢ = 27 — ¢, matching the Kani degree constraint exactly.

Step 4: Compute the new encoding. From the torsion-point images a(P),a(Q), " (P), ™ (Q),
compute the anti-isometry ¢ and encode it as M” via the theta-chain evaluation (Proposition [1.3).
The pair (M", Al ) constitutes a valid response encoding on the surface Eg) X E ., and the

Fiat-Shamir hash check passes by Proposition (universal commitment compatibility).

Remark 6.2 (Cost). The construction requires enumerating O({) {-isogenies (Step 1 and Step 3),
one scalar inverse modulo 27 (Step 2), and one theta-chain evaluation (Step 4). For £ =3, this
amounts to four 3-isogeny evaluations and negligible arithmetic. The non-smooth cofactor (25 —q) /¢
1§ never constructed or evaluated as an isogeny; it is manipulated only as a scalar on the torsion.
This is why the full smoothness of 2 — q is unnecessary.

6.3 The domain/codomain asymmetry

A natural question is why the same approach does not work at the domain end of 7 (i.e., replacing
the first f-isogeny step out of E.). The answer is that Egy is “protected”: enumerating the
(-isogenies from Ey is public, but selecting the one that is the first step of 7 (and then continuing
the chain from the resulting intermediate curve) requires knowledge of 7 itself as an evaluable
isogeny, not merely its torsion action. In contrast, E,.x is “exposed”: it is public, and the backtrack
step p requires only publicly enumerable /-isogenies from it.

This asymmetry reflects the distinction between the domain of the auxiliary (where the signer’s
secret determines the isogeny path) and the codomain (where the final ¢-step is a publicly modifiable
endpoint).

6.4 Computational illustration

To illustrate the construction concretely, we implemented it in SageMath using the theta-isogeny
library [DMPR24]. Working at toy primes where the full theta chain is tractable, we selected four
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instances in which a small prime ¢ (drawn from {3,5,7}) divided 2/ — ¢. In each case, we carried
out the four-step procedure above: backtracking the terminal ¢-step from F,.x, recovering the
intermediate torsion images by scalar division, re-extending by a distinct ¢-isogeny, and computing
the new encoding via the theta chain. The resulting (M", AY ) pairs were then fed to the full
(27, 2f)-isogeny verification, and in all four cases the codomain’s first factor matched j(FEeom ).

6.5 Probability of applicability
By Mertens’ third theorem [Mer74], the probability that a random odd integer n has no prime

factor below B is
H 1 1 2@77
P InB

p<B
p odd

where v ~ 0.5772 is the Euler—-Mascheroni constant. For B = 100, this is approximately 24%: about
76% of odd integers have at least one prime factor below 100. For B = 1000, the figure drops to
approximately 16%.

Since the response degree ¢ is determined by the honest signing algorithm (it is the reduced
norm of a quaternion algebra element, not chosen by the signer [AAAT25, Section 4.4.3]), the
auxiliary degree 2/ — ¢ is effectively a random odd integer of cryptographic size from the perspective
of this divisibility property. The vast majority of honestly generated signatures have an auxiliary
degree divisible by at least one small prime, and are therefore subject to the codomain reroute of
Proposition

Strong unforgeability (SUF-CMA) requires that no honestly generated signature admit a second
valid encoding. The existence of a non-negligible fraction of signatures for which a second encoding
is efficiently computable is incompatible with this requirement.

Scope of the reroute. Nothing in the construction of Proposition [6.1] uses the quaternion
structure of SQlsign’s signing algorithm. It applies to any signature whose response is encoded
through a Kani embedding on a product surface, whenever the degree of the non-response factor
has a small prime divisor: the terminal ¢-step of that factor is backtracked and re-extended, the
total degree is unchanged, and the Kani kernel is recomputed from the new torsion images. The
same freedom is present in PRISM’s EUF-CMA construction, where the response of prime degree ¢
is completed to degree 2% by a factor of degree 2* — ¢; the PRISM paper identifies that factor as an
auxiliary isogeny [BBCT26, Remark 1] and states, in the opening of its Section 5, that when a small
prime £ divides 2 — ¢ the terminal ¢-isogeny can be replaced to obtain a second valid signature
[BBCT26, Section 5]. Section [8.3| returns to this.

7 On the Difficulty of a Protocol-Level Fix

The codomain reroute of Section [6] exploits the fact that the auxiliary curve A,y is not bound into
the Fiat-Shamir hash. A natural question is whether a protocol modification can close this gap.
We do not claim that no fix is possible, but we identify specific algebraic obstacles facing the most
natural approaches.

7.1 Hash-binding the auxiliary

The most direct mitigation would be to include A,ux in the hash: ¢ = H(pk, j(Fcom), Aaux, MSE).
Any change to A,ux would then change the challenge ¢, which changes the challenge curve Egyy,

11



H(pk, j(Ecom), msg)

’

o H e H tar H ow H a0 H fow H B

Figure 3: The signing dependency chain (Algorithm 4.2, [AAAT25]). The auxiliary curve Faux
is four ideal-computation steps downstream of the Fiat-Shamir hash. Including A, in the hash
would create a circular dependency.

downstream of the hash

invalidating the entire diamond.

7.2 The circular dependency

This approach fails because Ay is determined downstream of the hash in SQIsign’s signing algorithm.
Tracing the dependency chain through Algorithm 4.2 of the v2.0 specification [AAAT25 Section 4.4]:

L10 L13 L14 L18-20 / ) L23

Ecom — ¢ —> Iepp —> ugp —— ((L €rsp

L24-27

Eaux

Iaux

The auxiliary curve Fq,y is four ideal-computation steps downstream of the challenge ¢ = H (pk, j(Ecom), msg),
which is computed at line 10. Even the degree of the auxiliary isogeny (2f — ¢, where ¢ = nrd(axsp))

is unknown until oy, is sampled from the challenge-dependent lattice Icom N Lsk - Icni- Including

A.ux in the hash would require it to be known before the challenge, which is the opposite of the

actual data flow.

7.3 Pre-commitment as a hardness problem

Could the signer determine A,,x during the commitment phase, before the challenge? This would
require the ideal-to-isogeny computation to target a specific auxiliary norm: given the commitment
FEeom and a pre-determined F,u, find a response whose auxiliary isogeny lands on that target.

This is the prescribed-non-smooth-degree isogeny problem: constructing an isogeny of a specific
(non-smooth) degree to a specific target curve. It is at least as hard as the fixed-degree isogeny
problem (Theorem , which is the same hardness assumption that protects the scheme’s EUF-
CMA security. The signer would be working against the very obstacle that prevents third parties
from producing alternative auxiliaries.

7.4 A weaker heuristic

A less ambitious approach: the verifier could reject signatures where any small prime divides 2/ — ¢,
and the signer would retry until 2/ — ¢ is B-rough (has no prime factor below B) for some bound B.
This would eliminate the codomain reroute for primes below B, at the cost of signing overhead
(approximately B/In B retries on average, by the prime number theorem).

This heuristic is fragile. The security guarantee depends on the choice of B, and larger B
increases signing time. Moreover, it does not constitute a proof of SUF-CMA: it merely raises the
cost of the codomain reroute from O(¢) to O(¢') where ¢ is the smallest prime factor of 2/ — ¢
above B. Whether a more principled fix is possible remains open (Section @

8 Structural Comparison: ECDSA, SQIsign, and PRISM

The results of the preceding sections raise a natural question: why does canonicalization suffice for
strong unforgeability in some signature schemes but not others? We compare ECDSA, SQIsign and
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the two variants of PRISM to isolate the relevant structural property.

8.1 ECDSA

In ECDSA, a signature (r, s) satisfies s = k~1(H(m) + r - sk) mod n, where k is the signing nonce
and r = (kG).z. The value r enters the hash (or, in the Schnorr variant, the commitment enters
the hash directly). The only non-trivial automorphism of the cyclic group Z/nZ sends s to n — s,
producing the well-known (r, s) versus (r,n — s) malleability [Wuil4]. Canonicalization (selecting
min(s,n — s), as in BIP-340 [WNR20]) is sufficient for SUF-CMA because:

e the nonce is committed via r, which is hashed;
e the only unbound freedom is the sign of s, which lies in the Aut-orbit;

e there is no analog of the auxiliary freedom.

8.2 SQIsign

In SQIsign, the signature encodes the response via a Kani diamond on E.; X Faux. The matrix M
and the auxiliary curve A,y are not hashed (Remark [2.9). Two sources of non-uniqueness exist:

e the Aut-orbit {M,—M} (Section [3), which canonicalization eliminates;
e the auxiliary freedom (Proposition [4.2]), which canonicalization does not address.

The auxiliary freedom is exploitable via the codomain reroute (Proposition [6.1)) whenever a small
prime divides the auxiliary degree. The signing algorithm’s dependency structure prevents binding
Aaux into the hash (Section .

8.3 salt-PRISM and the prime-degree variant of PRISM

PRISM [BBC*25| is a hash-and-sign scheme: the challenge is a prime ¢q derived by hashing the
public key and the message, and the response is an isogeny of degree g from the public key curve.
salt-PRISM [BBCT26, Section 6] adds a salt to that hash, ¢ = H(pk, msg,r), with r transmitted in
the signature. The response is represented through a two-dimensional embedding, and the isogeny
the verifier reconstructs has degree ¢(2* — q); the verifier recomputes ¢ and checks the degree with a
Weil-pairing test. The factor of degree 2* — ¢ is an auxiliary in the sense of this note. The PRISM
paper describes it as an auxiliary isogeny [BBCT26, Remark 1], and its Section 5 opens by noting
that when a small prime ¢ divides 2% — ¢, the terminal /-isogeny of that factor can be replaced,
giving a second signature on the same message [BBCT26, Section 5]. This is the codomain reroute
of Section [6] applied to PRISM. The salt addresses the collision resistance of the hash-to-prime
map and its primality test [BBCT26l Section 6], [CGMT26], Section 5.1]; it does not bear on the
uniqueness of the encoding. We reproduced the reroute against an implementation of salt-PRISM
at the level I round-3 prime p = 3 -23?* — 1: on a signature with 3 | 2% — ¢, the £ = 3 procedure of
Section [6] produced 12 candidate encodings, of which exactly 3 were accepted by the verifier, the
three replacements of the degree-3 factor [Ray26].

The same paper gives a second construction [BBCT26, Section 5], in which the signature isogeny
has prime degree 22¢~1 —s2 for a hash-derived integer s, and the verifier embeds it in two (2, 2)-isogeny
chains. The response degree is prime, so it has no proper factorization and the reroute has no ¢-step
to modify. What remains is the sign orbit and the encoding, and this is the construction in which
canonicalization of the remaining sign freedom suffices in principle. The PRISM paper describes the
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Table 1: Structural comparison of the encoding freedoms relevant to strong unforgeability. “Aux” is
the auxiliary isogeny of SQIsign or the degree-(2* — ¢q) factor of salt-PRISM.

ECDSA SQlsign salt-PRISM prime-degree PRISM
Free parameter committed?  Yes (r) No (Aaux) No (2% — ¢ factor) None (prime degree)
Non-uniqueness source {s,n—s} {M,-M} +aux {£} + aux factor {£} and encoding
Canonicalization sufficient? Yes No No Yes, with strict encoding

variant without parameters or an implementation and states that its EUF-CMA proof for the salted
scheme applies to a salted version of it [BBCT26, Remark 11]; a written SUF-CMA reduction is
not given there (Section @ An instantiation with a salted hash, together with parameters, a strict
canonical encoding, and measurements at the three round-3 primes, is given in [Ray26]. In that
instantiation the £ = 3 procedure above, applied to signatures of the prime-degree variant, produced
0 accepted encodings out of 12 candidates.

8.4 The distinguishing property

The common thread is whether the encoding’s free parameters are bound into the Fiat-Shamir
hash. In ECDSA, the nonce is committed via r = (kG).z, which enters the hash; the only unbound
freedom is the sign of s, which canonicalization eliminates. In SQIsign, the auxiliary curve A,y is
not hashed, and the signing algorithm’s dependency structure prevents binding it without a protocol
redesign. In the prime-degree variant of PRISM, the response degree is prime, so no auxiliary factor
exists. In salt-PRISM, the response degree ¢ is committed via the salted hash, but the composite
degree q(2* — q) leaves the factor of degree 2% — ¢ free.

For applications requiring strong unforgeability from isogeny-based signatures, such as transaction
non-malleability or signature deduplication, the prime-degree variant of PRISM [BBC™26, Section 5|
removes the auxiliary factor by making the response degree prime. The canonical matrix encoding
described in Section [3| remains a necessary mitigation for the sign ambiguity in any scheme built on
the Kani construction, but it is not sufficient on its own.

9 Open Questions
We conclude with several directions for further investigation.

1. Constraining the auxiliary degree. Can SQIsign’s parameter generation or signing algorithm
be modified to ensure that 2/ — ¢ has no small prime factors, without changing the signature
format? The response degree g is the reduced norm of a quaternion algebra element sampled
from a challenge-dependent lattice; whether the distribution of ¢ can be biased to make 2/ — ¢
rough is an open question in the arithmetic of quaternion orders.

2. Alternative Fiat-Shamir structures. Is there a multi-round or structured Fiat-Shamir transform
that avoids the circular dependency of Section For instance, a two-phase commitment in
which the first phase fixes the auxiliary and the second phase determines the challenge.

3. Higher-dimensional generalizations. SQIsignHD and related schemes use higher-dimensional
product isogenies. Does the codomain reroute of Proposition [6.1] extend to these settings, or does
the higher-dimensional structure introduce additional constraints that prevent it?
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4. Parameterized security. Can the “reject small factors” heuristic of Section [7] be formalized as a
parameterized security notion (e.g., B-rough SUF-CMA), and if so, what is the tightest bound
on B for which practical security holds?

5. A written SUF-CMA reduction for the salted prime-degree variant of PRISM. The PRISM paper
argues strong unforgeability of its prime-degree variant along the lines of its EUF-CMA proof
and states that the proof for the salted scheme carries over to a salted version of that variant
[BBCT26, Section 5, Remark 11]. A written reduction for the salted prime-degree variant, with
its loss stated, is not given there or in [Ray26].

6. A one-chain verifier for the prime-degree variant. The verifier of the prime-degree variant runs
two (2, 2)-isogeny chains, of e and e — 1 steps, and its cost is about 2.5 times that of SQIsign’s
verifier at the same level [Ray26]. The first chain alone determines whether its codomain surface
Aj carries an endomorphism 1 with 7% = [£2] whose kernel is the prescribed subgroup K of A5[2];
every honest signature has this property, so it is a necessary condition for acceptance. Whether it
is sufficient, that is, whether no signature isogeny of the wrong degree reaches a surface with such
an 7, is open. At a toy prime (p = 5-2!4 — 1, e = 8), 21 wrong-degree candidates that passed the
isotropy checks of the first chain were tested and 0 of 21 satisfied the condition [Ray26]. This is
evidence about the condition’s strength, not a proof of sufficiency; a one-chain verifier of e steps
would rest on such a proof.
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